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ABSTRACT 

This white paper describes the Xech Service Monitoring 
Solution Xspotter, illustrating the methodology, the system 
and software architecture, the product capabilities and the 
hardware/software requirements. 

INTRODUCTION 

Quality of service is a critical issue for IT and ITC 
departments, having major impacts on key business 
applications. The ability to meet 7x24 computing demands is 
a critical success factor as downtime, as well as 
performances downturn, can have a significant impact on 
customer satisfaction and can ultimately affect core business 
results. 

Thanks to XSpotter, servers and applications can effectively 
be taken under control and IT resources can be managed 
more efficiently. 

A network, server or application problem may become a 
major business issue if end-users or customers cannot 
access key applications or conduct transactions. 

Our solution can be effectively used to ensure high 
performances, detect infrastructure bottlenecks, maintain 
service levels and manage applications availability and 
performances. XSpotter also provides quick and detailed 
access to gathered fault and performance information. 

KEY BENEFITS 

Xspotter key benefits include: 

• System management cost reduction by providing 
fault and performance information in a centralized 
manner. 

• Maintenance costs reduction by detecting 
performance degradations and faults, thus 
allowing proactive tuning activities. 

• Cost effective investment protection by assuring 
system compliance with the desired target 
performances. 

• Comprehensive management by measuring both 
metrics trending and transaction performances. 

MAIN FEATURES 

Availability and 360° Performance Monitoring – 
Through a large set of probes (see Appendix A), XSpotter 
allows monitoring of all technology layers (network 
infrastructure, servers, systems, middleware and application 
software), as well as services and applications simulating the 
user experience, thus making it possible to keep under 
control the infrastructure, service and application availability 
(Service Level) and performances (Key Performance 
Indicators). Multi-level fault severity and performance 
thresholds configurations are fully supported. 

Real-time and Historical Data - XSpotter shows the whole 
collected monitoring data on a real-time basis (monitored 

elements status, alarms and KPIs) and stores them into an 
optimized data repository, providing technical and business 
reports on different time basis (daily, weekly, etc.) thus 
making our architecture a solid base for Enterprise 
Monitoring Systems (EMS). 

Correlation Engine – Meaningful collected data can be 
correlated though a set of configurable rules, in order to 
detect more complex, critical issues due to a combination of 
alert conditions. 

Open Data Repository - Stored data are made available 
through the Xspotter GUI or through any SQL client, in order 
to provide feed to any external systems (e.g. capacity 
planning, reporting or data warehouse systems). 

Multi-Channel Alerting - Detected anomalies (monitored 
element status, threshold crossing) are shown on the 
Xspotter user interface and can also be sent to external 
alerting systems (e-mail, SMS, trouble-ticketing systems, 
management systems, etc.). 

Maps & Geo – By integrating and enhancing leading open 
source software, Xspotter provides interactive geographical 
localization of monitored resources, allowing for a quick 
representation of territorial service levels while at the same 
time simplifying monitoring operations and troubleshooting.  

Advanced Thresholding - Besides most common, widely 
available thresholding capabilities, our solution can compare 
retrieved KPI information against historical (baselining) or 
forecasted (trendlining) data in order to provide proactive 
alarming based on expected behavior. Graphical 
representations of close thresholds suggest intuitive 
corrective actions.  

Enhanced Web Console – Our brand new-generation web 
console provides a very dynamic, cross platform and easy to 
use Graphic User Interface, allowing users to focus on real 
time resource control and to manage the monitoring 
platform. Console can be reached through a wide variety of 
modern browsers and does not require any additional 
installation of third party software making it compatible with 
most hand held devices. 

High Performance Reporting System - Xspotter provides 
a web-oriented, high performance reporting system based on 
a J2EE architecture and tailored to provide quick query 
feedback even if large amounts of data is stored into the 
repository. It’s possible to show several metrics on the same 
chart, to drill-down selected time periods, to export data via 
CSV and PDF format. 

Distributed Architecture and Centralized Management 
- This feature enables scalability of solution performances, 
allowing satellites and sub domains to be distributed in 
strategic networks while maintaining centralized control over 
user authentication. Users have a profile to support the 
definition of a restricted view of the monitored resources and 
to allow/deny some critical features (administration, testing, 
recovery actions, etc.). 
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Custom Reports - through our “Report Editor” it is possible 
to easily create custom reports and dashboards defining the 
data to be shown in each graphic chart; Xspotter also 
provides a set of ready to use, easily customizable report 
templates; Crystal Report Connector is also available, 
enabling the integration of the market leading reporting tool. 

Plug-in technology - Xspotter provides an open 
architecture enabling the easiest way to add new monitoring 
probes as well as new custom reports, without any system 
downtime or reconfiguration. 

MONITORING METHODOLOGY 

The monitoring system based on Xspotter has two main purposes: 

1. To provide real-time data, allowing performance and status check of the monitored elements (network infrastructure, 
systems, applications) and quickly generate alerts when anomalies are detected. 

2. To populate an optimized data repository (based on a relational database) that stores all of the significant Key 
Performance Indicators (KPI) collected in the medium-long term period (months, years), in order to: 

• Provide technical and business reports 
• Speed up troubleshooting, in depth analysis and problem solving 
• Allow proactive manual or automated corrective action 
• Provide data for capacity planning activities 

 

Xspotter makes use of different technologies in 
order to cover the following main monitoring 
areas: 

Network Monitoring: network infrastructure 
monitoring is provided by probes and 
collectors (based on SNMP, Syslog, Telnet, 
SSH) that allow retrieval of all significant KPIs 
(device status, CPU and memory load, network 
interfaces status and load, Round Trip Times, 
jitter, etc.). Ad-hoc probes can also be 
developed. 

System Monitoring: server monitoring is 
provided both agent-less than agent-based 
mode (Xspotter Agent installed on the target 
system), through a collection of probes that 
check the status and the performances of all 
the server components (hardware failures, 
operating system, resources usage, system 
logs). 

Application Monitoring: applications monitoring is 
provided by the Xspotter Agent (or agent-less probes), with 
a collection of probes (log analysis, application flows, 
application resources, specific probes, ...) and by specific 
Virtual Transactions that simulate the end-to-end user 
experience (e.g. a complex navigation on a web application) 
in order to measure the application performances crossing all 
the technology layers. 

Service Monitoring: services monitoring is provided by 
specific Virtual Transactions that simulates the user-service 
interaction implementing the appropriate protocol (e.g. WEB 
applications, DNS, SQL-Net, e-mail) in order to measure the 
service availability and performances along all the 
technology layers. 

Data Correlation: the Xspotter Correlation Engines provide 
the real-time correlation of the collected data and events, in 
order to produce aggregated measures and alerts through 
customizable correlation rules that define the relationship 
between the monitored elements. 
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SOLUTION COMPONENTS 

Xspotter is a modular and distributed system made by the 
following main components: 

• XSPENG Xspotter Correlation Engine 

• XSPALR Xspotter Alert Handler  

• XSPSAT Xspotter Satellite 

• XSPAGT Xspotter Agent 

• XSPDB Xspotter Data Repository  

• XSPGUI Xspotter Reporting System 
 

Correlation Engine 
The Xspotter Correlation Engine is a multi-threaded 
component that collects the monitored data from the 
satellites, analyzes and correlates measures in order to 
evaluate anomalous conditions (monitored element status, 
performance threshold exceeding), generates alerts to the 
Alert Handler, and stores the selected KPI on the data 
repository. The Correlation Engine can be configured as 
multi-instance, in order to increase the availability, 
performances and scalability of the system. 

Alert Handler 
The Xspotter Alert Handler is the module that receives the 
detected alarms from the Correlation Engines and select one 
or more alert channels (e-mail, SMS, external systems via 
northbound interface) to send the related notifications to, 
depending on the characteristics of the received alarm 
(impacted resource and group, alarm type and severity, time 
period, alarm parameters, etc.). 

Satellite 
The Xspotter Satellite is a multi-threaded component that 
executes the monitoring probes and sends the results to the 
Engine; the probes can be executed directly on the satellite 
machine (end-to-end or agent-less monitoring) or on the 
controlled server, through the Xspotter Agent. The 
monitoring probes can be distributed on several satellites in 
order to increase the system scalability and performances, 
and allow the execution of the probes on different and 
strategic points of the network infrastructure. 

Agent 
The Xspotter Agent is a multi-threaded component that must 
be installed on a monitored server in order to execute local 

probes, such as hardware and system checks, log analysis, 
application controls, etc. The agent executes the requested 
probe and send back the results to the satellite. The agent is 
built up in order to use a very small part of the system 
resources and not affect the measured performances. 

Data Repository 
The Xspotter Data Repository is based on a relational 
database (RDBMS) where all of the relevant monitoring data 
are stored; this component includes all the maintenance 
procedures (backup, old data removal), the data 
optimization and aggregation procedures that allow 
speeding-up of the reporting process to ultra fast 
performances.  

Reporting System 
The Xspotter Reporting System is the component that 
provides an intuitive, fully web oriented lightweight GUI, 
based on J2EE and Javascript technologies, both for real-
time console and the historical data reporting. The GUI 
provides a user-friendly interface with complex and useful 
features (zooming, drill-down, data export). The system 
allows for quick custom reports creation, simply by 
modifying the available templates or creating them from 
scratch. The Reporting System also includes a report engine 
that allows periodically generated reports (PDF, CSV, HTML), 
sending them by email or publishing them to be quickly 
viewed. Our console is compatible with most mobile devices 
(tablet and smartpjone) and dedicated apps are also 
available. 
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LOGICAL MODEL 

The Xspotter solution is based on a logical model composed of the following logical blocks: 

Information Sources: the data populating the repository are heterogeneous for typology and for technology: 
• Monitoring and performance data, coming from the probes provided by Xspotter 
• Application usage data, coming from the log analysis and other application data 

 
Repository: data coming from the different sources are filtered, normalized and periodically aggregated inside the data 
repository in order to make the data available for the reporting engine. The data model is “open”, in order to allow the 
addition of any kind of information with high efficiency and low effort. The filtering engine allows for exclusion of non-
significant data in order to save repository storage. The repository update and aggregation periods depend on the configured 
rules (data type, target systems, etc.). The procedures for periodic maintenance of the repository ensure the removal of the 
oldest data (depending on the retention rules configured for each time basis) and the database backup. 
 
Reporting Engine: i dati memorizzati nel repository vengono fruiti dagli utenti di Xspotter attraverso un sistema di reporting 
user-friendly che permette una facile personalizzazione dei report disponibili e la creazione di nuovi report e cruscotti. 
 
Security 
Access to the Xspotter portal is protected by an internal authentication system or optionally, through connectors to external 
AAA systems (LDAP, Radius, Active Directory) even in a multiple instance environment; access to the portal can be 
configured to use an encrypted data protocol (SSL). It is possible to configure the system in order to force users to change 
their password after a defined period, and to automatically disable all the users not accessing the portal in the last period 
(e.g. last three months). 
 

All of the Xspotter users are associated to a profile that defines: 

• Managed elements and monitoring data that can be viewed (Network Access Domain) 
• Operations that are allowed to the user (Function Access Domain) 
• Alarm Rules and related status of the monitored elements (User Space) 
• Logical views with customized hierarchical trees and object naming (Virtual View) 
 
Permission granularity of users, both low and high end ones, can be finely tuned, allowing administrators to strictly enforce 
company policies thus complying with the highest security standards. 

 

Summary Report 
The basic feature of Xspotter is the “Summary Report”, 
showing the status and the main related information 
(percentage of hourly and daily availability, last and average 
response time, etc.) of each monitored element or the 
aggregate status of the defined groups of monitored 
elements”. Starting from the summary view is also possible 
to drill-down in order to retrieve more detailed information 
(es. problem diagnostic, KPI values, data graphs) and to 
speed-up the troubleshooting activities. 
 

 
Alarms 
The alarm window provides quick sight of detected 
anomalies on the selected time period; it is possible to 
perform a query on the stored alarms selecting: 
• Time period 
• Groups, resources and alarmed KPI 
• Alarm severity 
• Substring of the alarm description
• Alert channels
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Interactive Charts 
Through the Xspotter GUI it is possible to select one or more 
monitored resources and show the graphs of one or more of 
the collected KPIs in a defined time period thus allowing 
cross checking of relevant information to simplify 
troubleshooting operations. Most action are easily performed 
through intuitive mouse click like: selection, drill-down on 
selected “days” or “hours”, magnify time frames or zoom on 
a selected part of the chart (e.g. the upper part). 

Each data chart has a toolbar that allows to: 

• Show a detailed help about the shown data (description 
of each resource and KPI, measure unit, thresholds 
values, etc.) 

• Modify graph size and colors (handy in video wall 
monitoring rooms) 

• Enable or disable legend, autorefresh, data aggregation 
• Show multi charts, baselines and alarms 
• Export data to a PDF or CSV file 

When graph values approach the defined alert thresholds 
(warning and critical), the threshold areas are displayed on 
the background as yellow and orange dotted lines. 

Baselines are shown as well as a dotted green line as shown 
in the below screenshot. Each chart element (legend, x-axis 
labels, y-axis labels, data series, background) has a tooltip 
that shows a short description about the related item. 

 
 
 
 
 
Custom Reports and Dahsboards 
The Xspotter solution, through its “Report Editor”, allows for 
creation and customization of very advanced reports, in 
order to provide relevant, multi format information on a 
single page; each custom report is an easily readable HTML 
page including data charts and/or tables; the charts and the 
tables can display any data read from the repository (or 
even from other information sources, using a special 
scripting). 

 
 
 
The main parameters to be defined in order to create a 
custom chart are the following: 
• Data series 
• Type of chart (line, pie, bar, table, etc.) 
• Chart features (title, size, series colors, axis scales, etc.) 
Reports can be scheduled to be sent regularly to set of 
predefined recipients, published into Xspotter itself for a 
quick glance or published onto other integrated systems 
(web servers, etc). Custom reports can be also tailored to 
suit specific needs with minimum effort and cost. 
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APPENDIX A – LIST OF AVAILABLE PROBES AND COLLECTORS 

End User Experience 
• Web Applications 
• Video Streaming 
o RTSP 
o Real 

Middleware and Applications 
• Application resources 
• Application log analysis 
• Application Server 
o Oracle Weblogic 
o WebSphere 
o Apache-Tomcat 
o Jboss 
o Microsoft ISS 

• Java Applications 
• Citrix Applications 
• Relational Databases 
o Oracle 
o MS SQL Server 
o MySQL 
o Postgres 

• MQ-Series 

Systems 
• System Performances 
• System Logs 
• Asset Monitoring 
• Cluster 
o Sun Cluster 
o Linux Cluster 
o Microsoft Cluster 

• Storage Area Network 
• VmWare 
• Tape Libraries 

Network Services 
• DNS 
• FTP 
• Mail (IMAP, MTA, POP3) 
• LDAP 
• RADIUS 
• MMS 
• SMSC 
• SQL-Net 

Network & Security 
• Routers 
• Switches 
• Firewalls 
• Load Balancers 
• Deep Packet Inspection (DPI) 
• Web Oprimizers 
• Mobile Network (2G, 3G, 4G) 
• Fixed Network (DSL, Fiber) 
• SDH Network 
• Multicast Network 
• Generic Devices 
• IDS 
o ISS 
o Snort 

• Network Performances 
• Network Inventory 
• SNMP Trap Collector 
• Syslog Collector

APPENDIX B – SOFTWARE COMPONENTS 

Here below, the list of the main Xspotter software items and the 3rd party components:

Xech Software Components 

• XSP-COM-ENG-COR Correlation Engine 

• XSP-COM-ENG-ALH Alert Handler 

• XSP-COM-ENG-SAT Satellite 

• XSP-COM-DBL-ORA Oracle Database Loader 

• XSP-COM-DBL-MYS MySQL Database Loader 

• XSP-COM-AGT-LIN Agent for Linux  

• XSP-COM-AGT-SOL Agent for Solaris 

• XSP-COM-AGT-WIN Agent for Windows 

• XSP-COM-GUI-J2EE J2EE Web Portal 

• XSP-COM-HA-SUN HA for Sun Cluster 

• XSP-COM-HA-LIN HA for Linux Cluster 

Open Source Software Components 

• MySQL Server - http://www.mysql.org 

• Apache Tomcat - http://jakarta.apache.org 

• Java SDK http://java.sun.com 

• Weathermap - http://www.network-weathermap.com 

• Jquery - http://jquery.com 

• JfreeChart - http://www.jfree.org/jfreechart/ 

Optional Software Components 

• Oracle RDBMS - http://www.oracle.com 

• HighCharts - http://www.highcharts.com
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APPENDIX C – SOFTWARE & HARDWARE REQUIREMENTS 

Software requirements 

The Xspotter platform is available for Linux (suggested CentOS or RedHat ES distributions) and Oracle-Solaris 
operating systems. The Xspotter Agent is available for any Linux platform, Sun-Solaris, HP-UX, Microsoft operating 
systems. The data repository is supported for MySQL and Oracle database servers. 

Hardware requirements 

Xspotter can be installed on physical or virtual environments. 

The hardware requirements are strictly related to the number of monitored elements and the number and 
frequency of collected data. 

The minimum hardware requirements (supporting up to 200 monitored elements, about 17 millions KPIs/month) 
are: 

• 1 CPU processor 
• 1 GB RAM 
• 0,5 GB Hard Disk for distribution, log and temporary data space 
• 1 GB Hard Disk for the Data Repository 
 

ABOUT THE COMPANY 

At Xech we believe in awareness being a solid component of success and that our monitoring solutions, as well as 
our well known dedication to customers, will help you achieve just that. We already have the most heterogeneous 
list of satisfied international customers’ case history and we’re looking forward to discussing it with you while 
understanding how we can help meeting your objectives. Thank you for taking your time reading this document 
and please do not hesitate to contact us for any additional information or product demo, we will be very happy to 
assist:  

Company website: www.xech.it 

General information: info@xech.it 

Product support: support-product@xech.it 

Commercial support: maketing@xech.it 

 


